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AFMHIL T IEEA K 1C RS MM H LN FE ORE (APD, Frf APT %k
YIa] TAEF Windows XP(sp3) ZEH{ER G L.

1.2 RiERMYEREE

CRC: B ILRIS:
PCD: E#i&H%&
PICC: T &SR
RWD: /5%

AFl: NSRS
RFID: S8R5 5

VICC: iTfEER
uiD:  ME—iR%l5
DSFID: ##f (R A7 4% =R a5
RFU: f#F

1.3 #EiR

FHHEi A

5 A ER

APl R E R

i FH R 2

WA E R AL

Mifare Standard 1K F #:4F & %1
Mifare UltraLight - 5 #5:/F % %k
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SAM/CPU - J #1E B 4
MifarePro/Prox - F #4F B& %
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2 ZERNE

RF-EYE M EAFMEH W N —RKHMEE R . €XKH 7 USB £ D@ R, H
1SO14443-3 TypeA il i/, #lt1 Mifare One. UltraLight. Mifare 4K. MifarePro 2. Bt#L
PEHE R E: O R B IR P ROF RN TR B HSEE . AR O R, SCRRUT IR SR 1 4
I AE.

2.1 &80

USB— RF-EYE RF

mExEg | 7| &

USB 32 [T -5 _Ffr PC BENLIE R B 4 B

2.2 PHRAFEFF BT R 2%

BN A T M5 (www. mwcard. com) , fEf BISEREF EAR& AR, ER&AFRMIITE
RUNEG ENEE THMCRE RN ZEA, BT TEWET, P BREERNRE R
RAL . eGSR B P HIL=AN 9 Demo. D11 (ERAPT) « exanple. Demo Al THEGLA MR AR
1, DULAexampl e AR EAFITHT o

2.3 BiR$ER

EERRE . 35mm (Mifare Ak FI0E IHES)

AR AL S 2% (A i TR AT R b s AOSUA 36 E . (I R 7 BRI SCRD)
Brivhge, A RIS 2 s (LI A TR (SRR

IHREERAE: Bt 5. IGE . e sfE . BRI RIS (TThRER B R A MR
375 1l g IS 255185 1) T i

EIREE: USB

TAEHi% 13.56MHZ

LL 106Kkbit/s i 2 s U [ 4 Ak

TAFEHYE: USB HLH

WEiRE: 0° C~50° C

AT HERE . 30%~95%

Hig: %) 200 5%

PR 1) XTI RT- & AR A

LR R R 2 2 R 2 R R 2
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L RT3 3 % A GIE I H SR8, o T T E A ISR R A A rf_authentication()
BREUIOAIE R 7 IS, IR BREIE—4N 5 [X

U A% ) B R A, U3 At authentication_key() BB 56IE 5 A 25 RY, T ORAIE A 25
W H RS H P 4G e

Xof CISERE (B X ATHEAT 2. 5 WA IE . JR(ESE TR E . X e X AR
SEAEVLESL FiR (4) .

T = g R B R A T TRk gL, FrARAHRT T ARiEsT (3. (4 JdiE.

SRk KRR SR, B rf_halt() s 3t g% R A .

PR IEH B R A B 2 A, B rf exitOEE AL E 88, W5 85 PC Zlalf
LS

A SR A5 Fh R U I Bk 5%, 75 S % Examples H 3% R I R E B

FE R BRI Ar

AP EER T RF-EYE RIEL T 8K AP KA, BIFEE T BR8. Wt R BOR y
Z (AR

RF-EYE R S ERER

L, B
WA A8
rf_init()
— ,
(&S e
\J >
v
KB
rf_exit()

Foe50£55



RF-EYE &7 dEH iR 1C K588 API BREN4H 1.0 B 20124F1 H

4.1 5L RF (580D Bk

LTSI R HORE 25 S A i J LA . SRR S, BT 7E R 2 XS
[ 2 E AR LARRE

int rf_reset (HANDLE icdev,unsigned __int16 _Msec);
Thee: ¥ RF (5H5D B RE R R LR
ZH: icdev: rf_init()ik Al R HEIR 1F

_Msec: EAzRT(E (0~ 500ms)

RE =0 Bl

<0 AR

f:  st=rf_reset (icdev,60);

4.2 BB
1)  HANDLE rf_init (_int16 port,long baud)
Ui fe: ZRB AT RIS RS PC UM ER, EAMRLIENLEE, Wk
B, M SLIER TR [k ﬁn%‘&ﬁﬁﬂ'?ﬁ@[?ﬁmﬁ%%ﬁ, MHEERS PC HliE
UK e A A A 05 28, SRR S S B8 525, ORE T DA R
IR A6 PR AT AL LS A6
% # port:  EINII5(0~250) , X IEIRE A IZSEILN
Baud: baudrate i iFli 45 % (9600~115200), *F T IR &% H R
&\l =00 IR [ A IR AT (=0)
<0: RI
iR int icdev;
icdev=rf_init(1,115200);// %% *:115200,% I1:com2
2) int rf_exit(HANDLE icdev);
Ty fe: Wit PC WS LS a8 Z A AR, JFRE B R I 5 FlR 7T
Z iﬁz
icdev: rf_init()i [a] {1 & iR 45
R [E: = 0: ATl
<>0: kW
1) int st:
st=rf_exit(icdev);
3) int rf_encrypt(char *key,unsigned char *ptrSource, unsigned int msgLen,
unsigned char *ptrDest);
Ih f&: DES SHykins.
Z H

Key: B, KER 8

ptrsource: 2% 1% I HH ST, K FE W6 AT 811 s i
msglen:  FASCHIKE, 228154k
ptrdest:  #C
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& A

iR

4)

W =

-

iR

6)

8

-

=0: R

<>0: KM

IR «“12345678”/N%  “abcdefghabcdefgh”
st=rf_encrypt(“1234567”,”abcdefghabcdefgh”,16,ptrdest);

int rf_decrypt(char *key,unsigned char *ptrSource,unsigned int msglen, char

*ptrDest);

fE: DES HiAMHE .

e

g @

[H]:

key: FE ORI FIAHED, KN 84N 7T
ptrsource: %5
msglen:  ESCHIKEE, ZUE8HI AL
ptrdest:  HHSC
=0: D]
<>0: KK
I «“12345678 KA % “abcdefghabcdefgh”
st=rf_decrypt(“1234567”,”abcdefghabcdefgh”, 16,ptrdest);

int  hex_a(unsigned char.*hex,char *a,unsigned char length);

LR 16 B O ASCIL 745

hex: 16 iFE1I%L
ar Kt ASCH F7F
length: 16 kI K
=0

<>0 R

int a_hex(char *a,unsigned char *hex,unsigned char len);
Re:

e

B ASCH T 755y 16 #EHIEL

a: ASCIl 755
hex: HrHr 16 %
length:  ASCII ‘P45 K

. =0 s

<0 R

4.3 WE&BRIER S

1) int rf _reset(HANDLE icdev,unsigned __intl6 Msec);
Ty g KR AL (ki B L= AD) .
Z

icdev:  rf_init()iR [A1 (1) % 2 R 155
_Msec: EAiHfE], 0~500%F4 %%
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1.0 X

2012 4F 1 H

R

iR

2)
o)

W

-

(iR

3)
b

W

-

iR

4)
R

-

iR

5)

By
=

=

5

1

6)

EIR

=0:  EI
<>0: KK
st=rf_reset(icdev,60);

int rf_beep(HANDLE icdev,unsigned short _Msec);

3

BE: NS JLZAD.

icdev:  rf_init()iR [A1 (1) ¥ 2 AR 155
_Msec: MERYRT[E], AL ZFP
=0 I

<>0: KRl

st=rf_beep(icdev,10); //M A 10224}

int rf _get statustHANDLE icdev,unsigned char *_Status);

A8

int rf_srd_snr(HANDLE icdev,__int16 lenth,unsigned char *rec_buffer);

fE: RIS S AR AR AS 5 o

icdev:™ rf_init()aR [=] [ % £ B 5T

=0: |5'87]
<>0: kg
int st;

unsigned char status[19];
st=rf_get_status(icdev,status);

AE: IR S 4R 10 7 515

e

int

icdev: rf_init()iR Al ¥ 15 & IR FF
length: = it 541 5 I 165715
receive_buffer: IR [A] ()77 57 515
=0: B

<>0:  RIK

unsigned char receive_buffer[17];
st=rf_srd_snr(icdev,16,receive_buffer);

lib_ver(unsigned char *str_ver);

Be: SREL AP RREUEIRA S

e

[A]:

int

strver: iR [F] APl BRELERR AT, KEEA18
=0: T

<>0: L

unsigned char str_ver[19];

st=lib_ver(str_ver);

rf_gettime(HANDLE icdev,unsigned char *time);

tatus: IR[AE SEARAME S, K187

N

"N
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By

-

iR

7)
B

W

-

i

8)

-

iR

fie:
Z

S AR H A IR T

icdev: rf_init()iR [B] fr) 15 45 6 IR 15
receive_data: #FEUSCEHRE, KEXT7F1

receive_data[0]: 4F
receive_data[1]: £
receive_data[2]: H
receive_data[3]: H
receive_data[4]: ¥
receive_data[5}: 7
receive_data[6]. >

=0: F)

<>0: J

int st;

unsigned char "datetime[8];
st=rf_gettime(icdev,datetime);

/ldatetime =“0x99,0x04,0x05,0x20,0x13,0x30,0x10”
/1999, Thursday, May.20, 13:30:10

int rf_settime(HANDLE icdev,unsigned char *time);

2p
He

D BEE RS AR SR R ],
3

icdev: rf_init()iR [B] fr) R & IR 57
time:  HH. SR EdE

time[0]: 4F
time[1]: 2
time[2]: H
time[3]: H
time[4]: W
time[5]: 4
time[6]:

=0: I

<>0: R

BN 17/06/99 , Wf[EIy: 12:34:56, & H—
unsigned char data[8];
data[0]=0x99;data[1]=0x1;data[2]=0x6;data[3]=0x17;
data[4]=0x12;data[5]=0x34;data[6]=0x56;
st=rf_settime(icdev,data);

int rf_gettimehex(HANDLE icdev,char *time);

ap.
He-

5

B S AR B Y] A R (1632 £ .

icdev: rf_init()iR [B] {5 & IR 7T
receive_data: 1R [FIf##E, KEERT 144575

=0: &I
<>0: Rk
char data[15];

st=rf_gettimehex(icdev,data);
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9) int rf_settimehex(HANDLE icdev,char *time);
Ty fe: LAIGREM B B S as e pg F L B PN A o

Z 4
icdev: rf_init()i& Al {15 5 F IR FF
time: IS TR RN H 3 A £
IRl =0: &I

<>0: R
iR I E H: 17/06/99, WfR]. 12:34:56, S —

char data[14]=99010617123456”;
st=rf_settimehex(icdev,data);

10) int  rf_srd_eeprom(HANDLE ‘icdev,_int16 offset,__int16 length, unsigned char
*rec_buffer);
I fE: L eeprom MINZ .

Z
icdev:  rf_init()iR Al )5 & F IR 7T
offset: fizfsHhhl (0-249) length:
H 4K (1-250)
recv_buffer:  FEUSCEAR [ ZZ i (X
R A =0: I
<>0: kI
): unsigned char Send_buffer[250];
st=rf_srd_eeprom(icdev,0,200,send_buffer);
11) int  rf_swr_eeprom(HANDLE icdev,__int16 offset,__int16
*send_buffer); length,unsigned char
Ty fig: 7] eeprom H 5 N H s .
Z
icdev: rf_init()i [a (1) & % R 17F
offset: i # Hhili:(0-249)
length: i 2 (1-250)
send_buffer: K5 X\ eeprom H ¥ £ 45
SIS EI =0: &Y
<>0: KK
fi: unsigned char Send_buffer[249];

st=rf_srd_eeprom(icdev,0,250,send_buffer);
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1.0 f%

2012 4F 1 H

4.4 Mifare tr#EIERZ A R ERERE
4.4.1 Mifare ta#EIER R EERER

)

)

EgEA

=X VA

y

N
Il

L IDLE/ALL

AT+

4
B

)

>
<

R

o A2 A
ik

)

A

s

R

#Rff, 2%

CoATI R R

B

-
<

Hk

(FE T #1F)
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4.4.2 NIEF B

P REVIER R R, EEARRFE G 288 S YGE R BRI GE. X
PP IE 77 2P AR

Q) ZEHEEIINIE
/fjt)ﬁ;:

& it

P E AR R B NS S ARG, P C HLRIERAIEIRL EIEEE 88
170k BT B AR B (R B RG3E4T R AR . BT 23600 N 3R B3 S 2 470 oA 0 5 A2 R T e,
I H N8R S 28 N B /RS s Wil F AN & Bk, BT AT DUTE 22 4 1) b 7 K 25 1 R 4 2
FEE AR, JhD T B I T R R AR IR

O BEE T LLRIR ARSI, BT RATEAS [ (B [a) A O AT
R

PSSR T R A A, ROy W SRR T T A A, B
R I A e F AR B .

b) EL#EE D IAERIHE AU A

P mie JifE, BT AT i R
HEEMIMERSE PC LA S AR NESR 2 MR E# S N & S8
ERIE, BERMAHSHT R R AT INE .

B ZEVEANE BT ERR KRR, i Es el i e e, Bt DL 2 4
TR 2 L PTG g L (R 308 3 by ke e 2R 11 2 4«
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4.4.3 Mifare Standard 1K £ i

KEFEMANH T Mifare Standard 1K K EEIE RS B R F I RE LIS “Mifare
Standard 1K” #5457

1) AR R A

IRGAN = R AR WX Mifare REEAT[R —#84F . &% m PR B T — R PR R AL
KPR PRSI . (HE, WX R 3T 2 B X a2 Y lE, @28, KATE
SRRV 2R R B AT R EE . XSS, FATEBH P AR R .

int rf_load_key(HANDLE icdev,unsigned char _Mode,unsigned char
_SecNr,unsigned char *_NKey);
i ge: RS SR REEGEE B X B (NS R A ETETD, 35 S A 164 X
i (0~15), ®NMEXAWANEWKEY A fil KEY B).
Z R icdev: rf_init()iR [A] {5 45 FH IR FF
_Mode: #m527Y
0—KEYA
4 —KEYB
_SecNr: ZiZE # % 5 [1)  [X 5 (0~15)
_Nkey: 5 N5 23167158 %0
R [ =0 B
<>0: N8
Bl: I X105 key As, “alala2a3adas™
unsigned char key[6]= {0xa0,0xal,0xa2,0xa3,0xa4,0xa5 }
st=rf_load_key(icdev,0,1;key);

int rf_load_key hex(HANDLE icdev,unsigned char _Mode,unsigned char _SecNr,char
* NKey);
I Bt 5 rf_load key pR EUMHALL
Z
icdev: rf_init()iR [A] (1] 7% %% # 1A 75F
_Mode: g2 A
0—KEYA
4 —KEY B
_SecNr: Zi%EH RS 1 55 [X 5 (0~ 15)
_Nkey: 5 NBLE 67T # 2% 0
iR [E: =0: )
<>0: LI
B /X 1H0S keyA: “alala2a3adas™
char key[ ]=“a0ala2a3a4a5”;
st=rf load_key hex(icdev,0,1,key);
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12 PR AL

(1) int  rf_request(HANDLE icdev,unsigned char _Mode,unsigned __int16
*TagType);

i Be: R R RS R g, FFIRIESEE K~ i & BT X R
icdev: rf_init()iR [A] 1) 4 & IR FF
Mode: FFA#A:
0 IDLE mode, RAAEAE IDLE RESHIR AWML E & HIdr.
1 ALLmode, #7E IDLE RZEF HALT JRZSMHF &0 RS 2% 1 dr &
Tagtype: iR [a]F 257 (Mifare std. 1k: 0x0004, UltraLight: 0x0044,
FMO0O05: 0x0005, Mifare std. 4k: 0x0002, SHC1122: 0x3300)
R [ =0: &)
<>0: R
15”:

unsigned char Mode=0; unsigned.int tagtype;
st=rf_request(icdev,Mode,&tagtype);

(2) int rf_anticolHANDLE icdev,unsigned char _Bent,unsigned long
*_Snr);

I he: O S SRR R BNE . R UK MIFARE R RN IX Y, ¥ ik —
sk, R NS R A R TR A rf_select ek H .
z icdev: rf_init()3& [a] ) 4 & HR 75
_Bent: L TUE R A AE A 94, ARk AT bent=0.
_snr: IR S IR
& (A =0: &I
<>0: KMl int
st;

unsigned long snr;
st=rf_anticoll(icdev,0,&snr);

(3) int rf_selecttHANDLE icdev,unsigned long _Snr,unsigned char *_Size);
Uy ge: MEMFI SiEBER A, BRARARRRES PCHL. Z
icdev: rf_init()i& [A] (1) 5 &l B
_Snr: RAWIFSIS
_Size: R ARENMIEFEE, HETZE AR
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1.0 ik 201241 A
& [Al: =0: 5]
<>0: PR
i int st;

unsigned long snr=239474; unsigned char
size; st=rf_select(icdev,snr,&size);

(4) int rf_authentication(HANDLE icdev,unsigned char _Mode,unsigned char
_SecNr);
Iy fig: SRS & P S 5 U R R AR B X (0~15) ) & A2 75— 3. R
B RS IE PRI (AT rf _load key BREUEHD S5FKA RIAHUCHD, ZFASI6IIE
R, A B DA B N

% icdev: rf_init()iR =] ) 1 % il R 15
_Mode: IEZ LA
0— f KEY A B&iF
4— F KEY B i
SecNr:  HZ Vi1 ¥R Fr B [X 5(0~15)
R A =0: &b
<>0: kI
151+ int st;

/fauthentication the 5thisector whit the 0" key A
st=rf_authentication(icdev,0,5);

(5) int rf_authentication.2(HANDLE icdev,unsigned char _Mode, unsigned
char KeyNr,unsigned char Adr);

Ty Be: BUETLS A A D SR R R R A iR — B X (0~15) B e 17—
o RS BRI (T rf_load_key BREEND 5K A A ITH, %
g R . FEH T RAEmRIX 5 K T 150 5 X

Z K

- icdev:  rf_init()ik Bl () B & iR
_Mode: ZEZ A
0 — H KEY A Kk
4 — H KEYB I&iF
KeyNr: 525 #5 H1% 5 [X (0~15) %65
Adr: LT R R s
& [\l =0: I

<>0: L
B HiSaH0m XK KEY A BiFEd2,
int st;

st=rf_authentication_2(icdev,1,0,2);

(6) int rf_authentication_key(HANDLE icdev, unsigned char _Mode, unsigned char
_BlockNr, unsigned char *_Key);

The: M RS EOR R LI 65X R i 8 BeE PO AT IE . i RS HCh IR AL
SR RESILES, WERE), RZ IR RIE
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1.0 fix 201241 H

S
icdev: rf_init()iR Al ¥ 15 & F IR 7F
_Mode: BE %5 A
0 — H KEY A 381l
4 — H KEY B %
BlockNr: - 7 ¥4 et ik (0~63)
_Key: iR AN R
RE =0 IE#
<>0: HiR
fi: unsigned char key[] = {Oxff, Oxff, Oxff, Oxff, Oxff, Oxff};

st=rf_authentication_key(icdev, 0, 0, key);

(7)int  rf_read(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);

) fE N—akik e s SR ISR A R A B — R 16N T A B
Z
icdev: rf_init()i [A] 1) ¥ £ b 75
_Adr: SRR f -5 (0~63)

_Data: I 4, PCHL L RAM (3l 7 ) 1 il I iZ s 8ok 70 Bic. 3R 18l = 0:

<>0; LN
fi): int st;
unsigned char data[16];
st=rf_read(icdev,1,data);

(8) int rf_read_hex(HANDLE icdev,unsigned char “Adr, char *_Data);
Ty Re: A6 HIR16 AT
Z
icdev: rfsinit()i (8] () & & R 757
Adr:  HeHbll, 0~63
_Data:  HUREAE
R [\ =0: Il
<>0: KK
i int st;
unsigned char data[32];
//read data from block 1
st=rf_read hex(icdev,1,data);

(9)int  rf write(HANDLE icdev,unsigned char _Adr,unsigned char
* Data);
Uy ge: F P16 5 Nk E I TEE I R
Z
icdev: rf_init()i& [a (1) 4 % R 755
_Adr: 5 NEE ) Btk (1~63)
_Data: 5 AE¥E, K N16FTT

J% 2

Page 22 of 55



RF-EYEZ&F AR 1C KI5 4% API BRI 1.0 Bz 201241 H

y SN EIR =0: K
<>0: KW
i int st;

unsigned char data[16]={0x00,0x11,0x22,0x33,0x44,0x55,0x66,0X77,
0x88,0x88,0x77,0x66,0x55,0x44,0x33,0x22,0x11};
st=rf_write(icdev,1,data); // 5 Akl

(20) int  rf_write_hex(HANDLE icdev,unsigned char _Adr,char *_Data);
Ty gt AT Nt s 8, — s — A

Z 4
icdev: rf_init()i& [ (1) % % R 177
_Adr 5N Pl (1~63)
_Data: 5 AH#E K325
R [A =0: &I
<>0: RIW
i int st;

unsigned char data[32]="ala2a3a4aba6a7a8ala2a3a4a5aba7as8";
st=rf_write_hex(icdev,1,data); //write block 1

(11) int  rf_initval(HANDLE icdev,unsigned char . Adr,unsigned long

_Value);
i fe: WA — U .
Z
icdev: rf_init()ik [B] {1 52 45 H A 15F
_Adr: Hetibk
_Value: #IEEAH) HARE
R [l =0: [5'85i]
<>0: RIK
): int st;

unsigned long value=1000;
st=rf_initval(icdev,1,value);
T I — P AT R R AL ] B SR R R B 5, P DL ZEEAT W40 4k, SR )5 A4 AT DAHEAT 2L
B G AR A

(12) int  rf_increment(HANDLE icdev,unsigned char _Adr,unsigned long

_Value);
Ty fig: SHERIE R PTG ERAE .
Z H
icdev: rf_init()iR [B] B & & IR T
_Adr: {EERAER P L
_Value: 3 nfME
R |\ =0 [5@s)

<>0: ERLe
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i: int st;
unsigned long value=2;
st=rf_increment(icdev,1,value);

(13) int rf_decrement(HANDLE icdev,unsigned char _Adr,unsigned long _Value);
T Re: WA BRI P AT B R A

Z H
icdev:  rf_init()iR [FI 1) L & IR FF
_Adr: {ER R Pk
_Value: Jii/b (M
& (Al =0: I
<>0: NV
fi: int st;

unsigned long value=2;
st=rf_decrement(icdev,1,value);

(14) int  rf_readval(HANDLE icdev,unsigned char _Adr,unsigned long

* Value);
Dy fe: AR R P 2 A .
Z H
icdev: rf_init()i vl i) & % F IR R
_Adr {EERAER UL
_Value: IR [F1132 H FRE B S Y 28
R A =0: )
<>0: RIK
i int st;

unsigned long value;
/lread the content and-putin value
st=rf_readval(icdev,1,&value);

(15) int  rf_restore(HANDLE icdev,unsigned char _Adr);
Ty g BRI B N RN A AR

Z
icdev: rf_init()i& [Al {15 &5 R 1°F
_Adr: R B HdE R et b
[l =0: BRI
<>0: RIG
il: int st;

st=rf_restore(icdev,1);

TE: HCeRHCR R — SR IO EE e A R IR 77485, SRR A of _transfer O B 404

s R Sy — e &, RISEIl 7S Pz [ REUE AL .

(16) int  rf_transfer(HANDLE icdev,unsigned char _Adr);

&

%

174 AL

T i AR B R % B . T TR A U 0 X R, ZET
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increment, decrement 5% restore #R1E G A B H .

Z K
s icdev: rf_init()i& [A1 {115 &R 177
_Adr: NEBAF AR A AR A TR k.
SIS IET =0 : B
<>0: J W
f): int st;

st=rf_transfer(icdev,1);

(17) int rf_decrement_transfer(HANDLE icdev,unsigned char Adr, unsigned long

_Value);
I fe: I AR SR> B e
Z H
icdev:  rf_init()i [A] [ 15 & R F
_Adr: HHbhk
_Value: /b 1IME
& Al =0:  HI
<>0: kW
il int st;

unsigned long value=2;
st=rf_decrement_transfer(icdev,1,value);

(18) int rf_halt(HANDLE icdev);
Dy ge: K —skisth R A RO “Halt” B, N2 REAREAEH ALL B request B
oy, SRR IR RE .

Z #
icdev: rf_init()i& Bl {1 15 % iR 75
Rl =0: p@¥]
<>0: R
i): st=rf_halt(icdev);

E oo A rf_card O REN, ARERBLCEEEY 0 WFEX RET R E#RIETE G,  LAHIT
rf_halt ), HRBEHZREITIFERIEARAE XN, 58 4R HIaREe.

(19)int  rf_card(HANDLE icdev,unsigned char _Mode,unsigned long
*_Snr);
Uy gt FRIFREFRRFE RIS, ©0 LSRR R 2L rf_request, rf_anticoll 1
rf_select 1IN AE
Z o . "
icdev: rf_init()i& [A] (1) 15 &l B
Mode: T
0: IDLE #i, —RA#E—KF
L:ALL B, —RA#EZ kR
Snr: Rk[ER AR RS
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iR [ =0: 5]
<>0: e
iR int st;

unsigned char Mode=0; //IDLE mode unsigned long snr;
st=rf_card(icdev,Mode,&snr);

vE: rf_card()2 =AMEH R A rf_request(),rf_select() 1 rf_anticoll(). 7 #&: %] IDLE
BT RIS, SERT R e A rf_halt Ak IEEAE, 1 Bt S S8 REIR R, BRIk
R B X IR E T

A ALL 85250F R, 8RO R B BIEAE G A rf_halt BECK T (E3A4E, 055 S0 584R
FNZRF, TS AR XIS R E BN

(20) int rf_changeb3(HANDLE icdev,unsigned char _SecNr,unsigned char
* KeyA,unsigned char BO,unsigned char _B1,unsigned char B2,unsigned
char _B3,unsigned char _BKk,unsigned
char *_KeyB);

I RE B KeyA, i %14 F1 KeyB.
Z #
icdev:  rf_init()i& [7 ) & % 1 R 4F
_SecNr: X5
_KeyA: keyA
_BO:  OHfblfr, {K=1{r (D2D1D0O) %fRijy C10,C20,C30.
_B1: 1Hf#EsHIAL, (D2D1D0) RN AN C11,C21,€31
_B2: 2B HIAL,. (D2DID0) A NiAC12,822,C32
_B3: 3HEEHlfL, (D2D1D0) XiMiA C18,C23,C33
_Bk:  fREAZH, 5RO
_KeyB: keyB
iR =0: D@
<>0: K
% int st;

unsigned char keya[6]={0xa0,0xal,0xa2,0xa3,0xa4,0xa5}; unsigned char
keyb[6]={0xb0,0xb1,0xb2,0xb3,0xb4,0xb5};
st=rf_changeb3(icdev,keya,0x04,0x04,0x04,0x04,0,keyb);

(21) int rf_check write(HANDLE icdev,unsigned long Snr,unsigned char
authmode,unsigned char Adr,unsigned char * _data);

Ty fe: RESARAAR, EHRAT rf_write () BREUE M Z 5

icdev: rf_init() IR [A] (115 & Fifi iR 15
snr: KR &RVS
Authmode: % fith 56 1F 451 2

0 H A ZIBLGIF

1 M B % KHE
Adr: Btk
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_data: [oaAlaES
iR Al =0 ﬁkIjJ
<0 R
i unsigned char databuff[]={0x00,0x11,0x22,0x33,0x44,0x55,0x66,

0x77,0x88,0x88,0x77,0x66,0x55,0x44,0x33,0x22,0x11};
unsigned char authmode=0;
st=rf_write(icdev,4,databuff); // 5 NZE4 st=rf_check_write(icdev,authmode,4,databuff);
Il R AR N IEH 5 5

(22) int rf_check_writehex(HANDLE icdev,unsigned long Snr,unsigned char
authmode,unsigned char Adr, char * _data);

fe: 5 rf_check_write () ERERAL, (EAE A 21633t 1%L

e

W =

icdev: rf_init()iR [F1 {11 4 & IR 1F
snr: KA RV
Authmode: #5556 F A
Adr:  Hehbhk
_data: R ARINE
R [E: =0: &)
<>0: RIK
i: unsigned char data[32]="00112233445566778899aabbccddeeft”;
unsigned char authmode=0; st=rf_write_hex(icdev,4,data);
st=rf_check_writehex(icdev;authmode,4,data);

(23) int rf_HL_initva(HANDLE icdev,unsigned char’ _Mode,unsigned char
_SecNr,unsigned long._Value,unsigned long *_Snr);
Uy ge: mgvieiE CUHT R AT
Z
icdev:  rf_init()iR [A1 ) % & R 14
Mode: = eRHA =Fiig=
0——IDLE #3 , —RABIE—KF
I—ALL 8, —IREZ KR
2—— PR, R R A
_SecNr:  JHIX*5 (0~15)
_Value:  #IEEAHIE
_Snrr KA RIS CUER2, ISP D

& [\ =0: D]
<>0: R
i: unsigned long snr;

st=rf _HL _initval(icdev,0x0,3,100L,&snr);

(24) int rf_HL_decrement(HANDLE icdev,unsigned char _Mode,unsigned char
_SecNr,unsigned long _Value,unsigned long _Snr,unsigned long
* NValue,unsigned long *_NSnr);

Yy BE: EPOREEAE JHT RO
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Z 4
icdev: rf_init()i [B] 1 1% & fH IR 17
_NValue: 2% 101E
HAZHZ 0 rf_hl_initval() i 1.

R =0: B
<>0: R
il unsigned long Snr,Nvalue,NSnr;

st=rf HL_decrement(icdev,0,2,1,Snr,&Nvalue,&NSnr);

(25) int rf_HL_increment(HANDLE icdev,unsigned char _Mode,unsigned char
_SecNr,unsigned long _Value,unsigned long _Snr,unsigned long
* NValue,unsigned long *_NSnr);
& I EERE(H T X)

\mn!

)

=

an

N
=

_Nvalue: rf_init()iR [=] 115 & Fi IR 7
HAZHZ I f_hl_initval () %k
=0: JkL
<>0: RIK
i unsigned char Snr,Nvalue,NSnr;
st=rf_HL_increment(icdev,0,2,1,Snr,&Nvalue,&NSnr);

=
JE|

(26) int rf_HL_write(HANDLE icdev,unsigned char _Mode,unsigned char
_Adr,unsigned long *_Snr,unsigned char *_Data);

o e MRS R, R E IR IE I L IRAE R A S N LERLI6 AN
Z
icdev: rf_init()i& [a1 1) 4 % R 155
_Mode: SR, 5 rf HL_initval () s&EAH
_Adr: HeHihlk
St RARNS AUHTEA2)
_Data: HARAMEIE (KEAL6 #1Y)
S EI =0: J&I
<00 R
1 unsigned long Snr;

unsigned char data[16]=“f1f2f3f4f5f6f7{8”;
st=rf_HL_write(icdev,0,3,&Snr,data);

(27) int  rf_HL_writehex(HANDLE icdev,unsigned char _Mode,unsigned char
_Adr,unsigned long *_Snr, char *_Data);
Ty fe: 168k = R 514
g [H: =0: D]
<>0: R

i: unsigned char data[32]="“f1f2f3f4f5f6f7f8f1f2f3f4f5f6f7f8”;

unsigned long Snr;

st=rf_HL_writehex(icdev,0,3,&Snr,data);
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(28) int rf_HL_read(HANDLE icdev,unsigned char _Mode,unsigned char
_Adr,unsigned long _Snr,unsigned char *_Data,unsigned long *_NSnr);

RE: L RR AL, AN E I R I B DA UE )R et 1 8 16 M.

e

W e
iz

icdev: rf_init()i& [A] [ 5 & IR 7
_Mode: FF#i3, 5 rf HL _initval ()& ZoHH L
_Adr: Bk
_Snr: R RS (HTHEA2
_Data: M~ F AR (K216 7719)
_NSnr: IR [E]R RIS
R E: =0 RIb
<>0: I
il unsigned long Snr,NSnr;

unsigned char data[16];
st=rf_HL read(icdev,0,3,Snr,data,&NSnr);

(29) int rf_HL_readhex(HANDLE icdev,unsigned char _Mode,unsigned char _Adr,
unsigned long _Snr, char *_Data,unsigned long *_NSnr);

I Re: A6 R A
R =00 I
<>0: I
i: unsigned char data[32];

unsigned long Snr,NSnr;
st=rf HL_readhex(icdev,0,3,Snr,data,&NSnr);

(30) int  rf_HL_authentication(HANDLE icdev,unsigned char regmode, unsigned long snr,
unsigned char authmode,unsigned char secnr);
Ihfig: IR R A (4LA T rf_card() A1 rf_authentication() B4 %K)

icdev:  rf_init()ik Al i) 5 & AR 7F
regmode: SR, 5 rf HL initval ()& ZAH{LL
snr: Rh RS ((HTEE2)
authmode: Z5 AL 36 IFAR X

0 —HMH A Z 5

4 —H B H GG E
secnr: X5 (0~15)
iR [\l =0: )

<0  RIK

iR unsigned long snr;

st=rf_HL_authentication(icdev,0,snr,0,3);
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4.4.4 Mifare UltraLight

X R 7 Mifare UltraLight R F1#:4E 530, A ¢ Mifare UltraLight = (1) 55 BHE 2% i 5%

1) #BARRREE

EmEfr

B REEIERR Lk FH#RME
ZikFERIE?
kR <
Y
rf_request \ rf_reqliest
e IDLE MERERALL B B IDLE AT k.
FFRYE.

i
)

A

rf anticoll
rf_select

Y

rf _read
rf write

BHERF

PAF Mifare Ultralight
TR APIRERERE
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2)  BREU
1) int rf_request(HANDLE icdev,unsigned char _Mode,unsigned __int16 *TagType);
Uy me: FRIEK
% $: icdev: rf_init()iR [B] {5 &R 1T
_Mode: UF-FA
0 IDLE mode, R KFE IDLE RAHIR A AWML SR w4 .
1 ALL mode, 4b7EIDLE RZSHT HALT ARAS 1R #08 i BE 525 38 ) i 2o
Tagtype : KA {, (Mifare std. 1k: 0x0004, UltraLight: 0x0044, FMO005: 0x0005,

Mifare std. 4k: 0x0002, SHC1122: 0x3300)
REME: = 0: )

<>0: S
Bl #define IDLE 0x00
int st;

unsigned int *tagtype;
st=rf_request(icdev,IDLE,tagtype);

2) int rf_anticolHANDLE icdev,unsigned char _Bcnt,unsigned long *_Snr);
Oy fg: WOERESHRMPIM RS wWREGILK MIFARE KR ERB XK, ok —ik
R, JRR R R A Hiléu%ﬂﬁﬁ rf_select &% N8 FH .
% ¥ icdev: rf_init()ik [\l A AR
_Bent: N0
_Snr: IR B[RS SHbAE
& (Al TR E 0
- int st;
unsigned long snr;
st=rf_anticoll(icdev,0,&snr);
vE: request $5 4 2 J5 M7 REIE A anticoll,  BRAER I 715 LA

3) int rf_select(tHANDLE icdev,unsigned long _Snr,unsigned char *_Size);
¢ MNEARHER 4 E?ﬁﬂﬂaﬁﬁ%
iﬁz: icdev: rf_init()i% [A] ¥ £ ik
_Snr: RIF%IS
_Size: fRIAIR [R5 B
f: ©  intst
unsigned long snr=239474;
unsigned char size;
st=rf_select(icdev,snr,&size);

b &

4) int rf_get snr(HANDLE icdev,unsigned char *_Snr);
B fig: B UltraLight £ /55515, BRRIFSSKER 7 5%
% H. icdev: rf_init()iR Bl (3 & IR RF

_Snr: REIFR A RYS

_Snr0] kR EIS 0
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_Snr[6] R PG 6 75
REME: =0:  KIh
<>0: KW
(IR int st;
unsigned char _Snr[8];
st = rf_get_snr(icdev, _Snr);

5) int rf_read(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);
T Be: BHCR P EdE, — s — R
Z 4
icdev: rf_init()iR [l ¥ 5 & FH IR FF
_Adr:  TUHihE(0~15)
_Data: #HUIIERE
RMEME: =0:  EIh
<>0: RIK
i int st;
unsigned char data[17];
st=rf_read(icdev,1,data);

6) int rf_read_hex(HANDLE icdev,unsigned char Adr, char *_Data);
Ty fe5 rf_read OO AHIA]C B A EEE BL N BEE SR
ZHL:
icdev: rf_init()i& [Al (15 8 F IR 1T
_Adr: TUHHE(0~15)
_Data: BEEUEE, DA St dE AR
IR [AH: =0: 58]
<>0: KK
iR int st;
unsigned char data[32];
IEETT 1 (3

st=rf_read hex(icdev,1,data);

7) int rf write(HANDLE icdev,unsigned char _Adr,unsigned char *_Data);
oy Be: R EAN-DMKEN 16 w8, H2RAIR 4 AL K715 AN BHE E Kk
I, HIL 415 T B0

Z .
icdev: rf_init()iR [Al ¥ & & H A FF
_Adr: Jﬁf@iﬂ: H
_Data: ZE5ANMIHAE, KEN 16 737, —TUMKE N 4 735, FINH 12 MF10]
G “07;
IR [EIA: =0: &I
<>0: R
: int st;
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unsigned char data[17];
memet(data, 0, 17);
memcpy(data, “\x11\x22\x33\x44");
st=rf_write(icdev,2,data); ICE: il

8) int rf_write_hex(HANDLE icdev,unsigned char _Adr,char *_Data);
oy ge: ANt ERE

Z A

icdev: rf_init()iR [B] ¥ 15 & FH IR FF

_Adr: Dbk

_Data: 5 A KN 32 15, T 1 24 DNFTYIGEMN “07;
IR [FE: =0: )

<>0: NS
(iR int st;
unsigned char data[33];

memset(data, 0, 33);
memcpy(data,"ala2a3a4”,8);
st=rf_write_hex(icdev,1,data); 1555 1 01

9) int rf_halt(HANDLE icdev);
op ge: HbEXHZRRE, PUTRAME SR, EEBEA A, AREA-RETEE, Rk
rf_request OO )3 KA ALL.
Z .
icdev: rf_init()iR [RIfIis & IR FF
-3 EINER =0: Ak
<>0: R
fl:  st=rf_halt(icdev);
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4.4.5 Mifare Standard 4K

X B H 38 7 Mifare Standard 4K K #:7E K%, A 5% Mifare Standard 4K K& EHES %5t

TE : Mifare 4k 7 IEEABRAEIMIR R —FE, AAR HRF-35LT & 51 i & 5 48 A fE 2% &
16 4> B X ) % 9 . 404E16-39 i [X 2 Zil M Hrf_authentication_2()36iLE

int rf_authentication_2(HANDLE icdev,unsigned char _Mode,unsigned char
KeyNr,unsigned char Adr);

I fg:H 0—15 Ji X H S5 SR 56 Fi & ) X
Z

icdev: rf_init()iR [l ¥ 5 & FH IR FF
_Mode: IiEME , 5 rf_authentication #H [H]
KeyNr: # i f[X 5 (0~15)
Adr: EEEGIE ) X Mk (0~39).
REME:  =0: I
<>0: KW
i: intst; // FZE 0 BT SR AESE 0 B X (15585 A
st=rf_authentication_2(icdev,0,0,0);
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4.4.6 SAM/CPU RHA/E R ¥

1) SAM Reset

2)

int rf_sam_rst(HANDLE icdev, unsigned char baud, unsigned char *samack)
Thek: SAM KHEAL
ZH
icdev: rf_init()i [A1 1) % % R 1+F
baud: SAM <& A7k FE
1: 9600 2:19200 3:38400 4:76800

samack: SAM &AL RZHAE &
=0:  Ih
<0 R
filan . intst=0;

unsigned char samack[250];

st=rf_sam_rst(icdev, 1, samack); //the’baudrate is 9600

=
JE|

SAM &2 1L4

int rf_sam_trn(HANDLE icdev, unsighed char *samblock,unsigned char *recv)
ThEE: XA HUH KALH SAM - COS #54, IR Al 4 N 245 E .
S
icdev: rf_init()iR [F1 ] B i IR T
samblock: SAM & COS #5452
samblock[0] NAD(T fidtht, nJLLE N 0)
samblock[1] peb(Pr 45 H 45, ATCARE N 0)
samblock[2] len(#5 215 B )
samblock[3] SAM RIE4H 1 577

samblock[len+3] SAM K454 % len+3 715
recv: & [\ ff] SAM E154 N 215 B

recv[0] NAD

recv[1] pcb

recv[2] len( 215 BAKE)
recv[3] TR NEE R 171

.recv[len+3] {54
% AE B len 7749
[F]:  =O0: EYAIjJ
<0 R

-
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Bian:

intst=0;

unsigned char sendblock[250], receive[250];

memset(sendblock, 0, 250);

memset(receive, 0, 250);

sendblock[0]=0; sendblock[1]=0; sendblock[2]=5;
memcpy(&sendblock[3], “\x00\x84\x00\x00\x08” , 5); \\ Get challenge
st=rf_sam_trn(icdev, sendblock, receive);

3) CPU Reset

int rf_cpu_rst(HANDLE icdev, unsigned char baud, unsigned char *cpuack)

Tne:
24

-
|

Bilhn:

CPU RE 1

icdev: rf_init()ik [A1 1) & % R 157
baud: CPU R &A%
1:9600 2:19200 3:38400 4:76800
cpuack: CPU R & {7 W 245 5
=0: &I
<>0:  RIK
intst=0;
unsigned char cpuack[250];
st=rf_cpu_rst(icdev,1, cpuack); //the baudrate is 9600

4) CPU f54-1t&m

int rf_cpu_trn(HANDLE icdev, unsigned char *cpublock,unsigned char *recv)

It
ZH:

XA B BUH R AR CPU R COS 154, JHIR[EITE A MAE B

icdev: rf_init()ik [a (1) & % R 155

cpublock: CPU < COS #8415 &
cpublock[0] NAD(fi fidtht, nJLLRE N 0)
cpublock[1] peb(Ph s F il =35, LA E N 0)
cpublock[2] len(f5 415 BAKE)
cpublock[3] CPU RIEAEE 1715

cpublock[len+3] SAM K154 45 len+3 i
recv: IR [AI] CPU KI5 4 N 25 B

recv[0] NAD

recv[1] pch

recv[2] len(RiZA5 B K )
recv[3] FRIVESI DY R ]
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AR 1] .

Bl an

. . recv[len+3]
T84 NE S B len 715

=0: &I
<>0: kW
intst=0;

unsigned char sendblock[250], receive[250];

memset(sendblock, 0, 250);

memset(receive, 0, 250);

sendblock[0]=0; sendblock[1]=0; sendblock[2]=5;
memcpy(&sendblock[3], “\x00\x84\x00\x00\x08” , 5); \\ Get challenge
st=rf_cpu_trn(icdev, sendblock, receive);
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4.4.7 MIFAREPRO EH#:/E R ¥

I SR (Wi

T

Y

rf request

v .
rf anticoll
v

rf select

¥

rf pro rst

\

rf pro_trn

\

rf pro_halt

v
ZR
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2 MIFAREPRO #:{E %k

1) int rf_request(tHANDLE icdev,unsigned char _Mode,unsigned __int16 *TagType)
8) ﬁb KA R R TR S, TR KR I R AT IR A

icdev: rf_init()i [A] (¥ £ R 77
_Mode:  F-FAE:
0 IDLE mode, R ALTE IDLE ARSI F 4 00 B2 5 28 1 2
1 ALL mode, Xb7E IDLE RZSF HALT RS H 4 F #0K w0 N 5 5 2% 1)
iR
Tagtype: iR[A|F 255 (Mifare std. 1k: 0x0004, UltraLight: 0x0044, FM005: 0x0005,
Mifare std. 4k: 0x0002, SHC1122: 0x3300)
iR [\ =0: T
<0 KK

filn:  intst=0;
unsigned int tagtype;
st=rf_request(icdev, 0, &tagtype);

2) int rf_anticolHANDLE icdev,unsigned char _Bcnt,unsigned long *_Snr)
Uy g WU S HRNB RG] WA Uik MIFARE R ERRBX N, aigfFE—ikk
Fs R ER BTSSRk TR rf_select R A

2% icdev:  rf_init()i [al ) 184 FIA 177
_Bent: Fi%R AR AL, bRiE R F Y bent=0.
_Snrr IREIER RIS
ST =0 I
<>0: LN
fian int st;

unsigned long snr;
st=rf_anticoll(icdev,0,&snr);

3) int rf_select(HANDLE icdev,unsigned long _Snr,unsigned char *_Size)
o fe: HfsEMFASERERA, ¥R MAERES PC L.
Z H
icdev: rf_init()ik [l 115 £ 4R 1°F
_snr: KA BIFHS
_Size: RAAEENMUEIEE, HANZEA MK
R B =00 I
<>0: kI
il int st;
unsigned long snr=239474;
unsigned char size;
st=rf_select(icdev,snr,&size);
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4) intrf_pro_rst(HANDLE icdev,unsigned char *_Data)
Ihik: MIFAREPRO -Rifi%

2.

icdev: rf_init()i [A1 (1) % & R 1°F
_Data: MIFAREPRO R #i% i [A] {5 &

kE: =0 I
<>0: kW
wltn: intst;

unsigned char _Data[256];
memset(_Data,0,256);
st=rf_pro_rst(icdev,_Data);

5) int rf_pro_trn(HANDLE icdev,unsigned char *problock,unsigned char *recv)
Dhfig: 1ZREH T 151 MIFAREPRO & COS 154, FFiREHRALME(E S

ZH:

icdev: rf_init()ik [a1 1) & % R 157
problock: MIFAREPRO k#5415 B

problock[0]
problock[1]
problock[2]

problock[3]
problock[4]

NAD(i fidtht, nJLLE N 0)
CID(-RFriRSE, LA E N 0)
PCB(Ph gl 1)

len(f 215 B4 )
MIFAREPRO R48 4% 1 741

problock[len+4] MIFAREPRO =k 5 4 2 len 715
recv: MIFAREPRO #5425 &

recv[0]
recv[1]
recv[2]
recv[3]
recv[4]

NAD
CID
PCB
len(MIFAREPRO 454 M2 (5 B K FE)
MIFAREPRO R4 N 2&5 B2 1 775

recv[len+4] MIFAREPRO K484 N &5 B4 len 75

1A ; =0: 58]
<>0: KK
il int st;

unsigned char problock[256];

unsigned char recv[256];

problock[0]=0; problock[1]=0;

problock[2]=0; problock[3]=7;
memcpy(&problock[4],”\x80\xe0\x00\x01\x02\x3f\Ax00”,7);

memset(recv,0,256);

st=rf_pro_trn(icdev,problock,recv);
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6) intrf _pro_halt(HANDLE icdev)
Thee: B TR R A BORRE, RN HALT IRES. mRAERERHE S, R
HRAG A AT AT e 2, DA AT TS R F e
24
icdev: rf_init()ik [A1 1) % % R 155
izEl: =0: B2l
<>0:  RIW
fldn: intst;
st=rf_pro_halt(icdev);

Page 41 of 55



RF-EYEZ&F AR 1C KI5 4% API BRI 1.0 Bz 201241 H

f¥ax  JREAR A R TE

1 MIFARE STANDARD 1K

e
=

LR 2 26 25 25 2R R 2 2 I R

1K ¥77 EEPROM

SrRI6A X, BRI ETES S, BT, DAHORERURAT
F P A] 3 58 SUEES A IR U7 8] 261
Rk RAME— TS, A320L
BAPIM RN, XRZ REE
b AL X BE ATV (b HRLE)
Z/010 FHIERAT

/10T IRIES

SRR E100mm K (5 REAIRE %)
TAE4%: 13.56 MHZ

JBEHE % 106kbit/s

HLAIAT i R <100 ms( 45 & 13 B
IR VSR -20°C~50C

TR SR
1. 1024*8 i EEPROM {7t X416 ANERX, B X 70 ad (30, Bel, B2, $3), s
Sk N0~633L64HL . i X 1o G R

®

BXS S 123456 78910 111213141516 LR H
0 J RS IX 0
0 1 X 1
2 X 2
3 BIX 0 #EHERX 3
0 B IX 4
1 1 B X 5
2 B X 6
3 A EGG FEdES] | B %64 FIX 1 EHERX 7
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0 g X 60
15 1 HHEIX 61
) HAEIX 62

B X 15 EHIERIX 63

3 A | PR | B D

J ARSI 50 X IER0 (RPZExTHikos) 4780 rAS, 4, A

=g AL
Philips A
X X X X |0 |0 1 0 AR

[0 J1 ]2 [3 T[4 s [6 J7 [8 J9 JaoJ11]12]13 [14 [15 |
EYIIRS)

KAy

JTREAUE X

Ha D T R XA 38 (RRR161 5% ) 474l Bt o (5 XO R A AN Bl oA — > He)

FRAGHRL)
A ] AE TR (AR : read,write,increment,decrement,restore, transfer) &4/~
(R E A 775

2. RIXEEHH @ 3): AN X ERA A X P 4
€ EH A FNIERY BRI E), SLEUIRE] <07
@ VT2 X AR A LA i
WRAFTEE B, B3R 56717 vl HAEEIE

12 1 JE
SR X 00 B 1. B2 B s, I TAF OO, B3 adE iR, AP0 RS AL A7
P, w9 B, HAMIT:
AOAIA2A3A4A5 _ FF 07 80 69 BOB1B2B3B4B5
BEAD A (6 7) AFEUER] (4 7)) ERE B(6 )
B B DX S R R HG AR O ), T DR SRR 7 22 e 4% H R0 S A7 B
TEAF I ] P A AR A S A = AL, 58 LR -

H0: Cl0  C20 (30

B Cl1 Cc21 C31
2. Clz C22 (32
B 3: C13 (€23 (€33
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=R LR S AL A T A IEE R0, 08 BB AR Cangifr Jsda
AR ABGAE KEY A, HHATIVERRAE L FEGIF KEY B, 2545), = NEfilfr Bz ) =1 th i fr
BN A9 N T, BOAME N 0x69):

bit 7 |6 5 4 3 2 1 0

456 [C23 b [C22b [C21b [C20b |CI13.b [Cl12b |CIL b |CLO b
T feis Jeiz [eir Jcio [c33b [c32b €31 b |C30 b
¥ 8

€33 |32 |c31 |30 [c23 fc22 [c21 20

(GE: b FRIBO
Horpr, BEOXEH 3, WOXEHE 2, SOXKEHH L, 2O XERRO.

By (Beo. Bl Be2) MOEEGEESIIR .
B A X=0..2)| v W % M C X 00 1. 2)

C1X [ C2X C3X | Read Write Increment Decrement
transfer
restore

0 0 0 |KeyA|B |KeyA|B KeyA|B KeyA|B
0 1 0 KeyA|B |Never Never Never
1 0 0 KeyA|B |KeyB Never Never
1 1 0 < |KeyAlB | KeyB KeyB KevA|B
0 1 KeyA|B | Never Never KeyA|B
1 1 KeyB KeyB Never Never
1 0 1 KeyB Never Never Never
1 1 1 Never Never Never Never

(KeyA|B FIRZ D A 809 B, Never FRyRATAT A+ T ANGESLIL)

. 280 FAEEEEEIAL C10 €20 C30=100 K, LEIFZ5AE A BU25AY B IEA )G AL, JRiE2s
8B IEH G TS AReITIMAE . JlE e lE

Pl (B 3) BRI SRR (k0. 1. 2) AR, EFIEEHIT

AL A 17 B #% dl % 0 B
C13 | C23 | C33 | Read Write Read Write Read Write

0 0 0 | Never | KeyA|B | KeyA|B | Never KeyA|B | KeyA|B
0 1 0 Never | Never KeyA|B | Never KeyA|B | Never
1 0 0 Never | KeyB KeyA|B | Never Never KeyB

1 1 0 | Never | Never KeyA|B | Never Never Never

0 0 1 Never | KeyA|B | KeyA|B | KeyA|B | KeyA|B | KeyA|B
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0 1 1 Never | KeyB KeyA|B | KeyB Never KeyB

1 0 1 Never | Never KeyA|B | KeyB Never Never

1 1 1 Never | Never KeyA|B | Never Never Never

filtn: 24k 3 MAEBUEHIAL C13 €23 €33=100 if, FIR:
SR A RA[E, AF KEYB ERi)E, RIS (EXO.
FER R BOAIF KEYA 8% KEYB 1EH#i)5, FEAT 5.
AL B: RA[EE, G KEYB IE#)E, W5,

T AR R
RABI A R — AN R ASTC . KRék: RAMRLRERSA
JUA Gk, RETHER 1S0 KA+,
ASTC: KA ) ASTC H1—NE i (106KB JAFFOM RF B0, — M2l T fl—4 8K Az BEPROM
H AR
EERE ML RR—HEESR NS, FRAA—A LC REGEIRER, HMX5IRE
AR AT E AR R, TERREE M T, LC ISR FER AR SLR, AR N T A, TEIX A
A 5 —ut, A — AR SN TR, RN EAIER S — AN, SR
FORLATIRE] 2V B, SRR AT EON IO S MR TR, R P B & S 2 B G
SERINEAE/T
IhREA 21
1. Request Standard/ALL: —ik-R 4 H G AL pta] DA R 5 8k B 3 R s . 1
MR ZNE E NETA R a4, RS
2. Anticollision‘leoop: 7EPi# R el th = B (1 25105 A Lk R &S
AR SO FL A B LUE M= R AT XA EA], gk R, HARE
AT IR AR ENERRS ST — kTG R .
3. Select Card: FHi& R 1305 2R EF— 5k -~ v Kl AT 2 A 30 UE A R AZ B A
£ RIS A08N (kRS ATS MR, Zay e 1 HTiE+ A R A,
4. 3 Pass Authentication: 5 4%k s —ik R EatTE € 15 847 BT il A7 if 25 1],
FH LAV 3 FF U 3 EE R I IE
5. HALT: ¥#H rf_halt() BRECRIF IR #RE, ~REN HALT IRES .
Memory Operations: # A5 iEiEId 5, AT LR ERAE:
& U AP N
B 5N MAEREI N
IR P> — AN IR AELE A B AT AR A
BEAE: BN — AN RE IR AETE A B A A
TRAE: TR N5 NE 27 A7 2
4 KN A R A B AR —Hrh
7 rf_restore () ERECKEIE— B A AL BN A AR N, SRS
rf_truansfer() BRCE P30 25 A7 4% (0 0 258 4% 2R A R B o @i ik Aoy vk
AT DA s I —Hefs i) o — 3k

‘AR I S 2 -
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2012 4F 1 H

2 MIFARE UITRALIGHT

ik

@ HEN512(7, 43 H160L, BEIIAANTT

O VU AESUE RiEThhE

@ 32057 FH AT E SCH— IR G A2 X 3k

@ 3BATH L. HIX

@ ME—TFENTIS

O AEBME IR BRI (R P IE L)

9 EIHE. E100mm N (5 REHR)

¢ TIEMiZ: 13.56MHZ

¢ JE{EHEZ: 106KB HHEE

¢ EENEIERKR16 17 CRC, T ERL A gD At %

L P ER NG EIR(SHE A S S

O MURTRE 24

@ WEHKE 1000 X

& IAIAT B it <35 oms(BLE 104 B

&  PLE % <10.ms

kL

Ultralight 3% 512 fi7, 9 816 W, BTN 4 N7, AL T .
IR= I I o O e VI B N o F 3 Wi
0 SNO SN1 SN2 BCCO Serial Number
1 SN3 SN4 SN5 SN6 Serial Number
2 BCC1 {388 Lock0 Lockl ¥ /Lock
3 0TPO 0TP1 0TP2 0TP3 OTP
4 Data0 Datal Data2 Data3 Data read/write
5 Data4 | Data5 | Data6 Data? Data read/write
6 Data8 Data9 DatalO Datall Data read/write
7 Datal2 | Datal3 | Datal4 | Datal5 Data read/write
8 Datal6 | Datal7 Datal8 Datal9 Data read/write
9 Data20 | Data2l | Data22 | Data23 Data read/write
10 Data24 | Data2b Data26 Data27 Data read/write
11 Data28 | Data29 | Data30 | Data3l Data read/write
12 | Data32 | Data33 | Data34 | Data3s | Plate read/write
13| Data36 | Data37 | Datass | Datagy | Data read/write

Data read/write

14 Data40 | Data4l Data4?2 Data43
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RE-BYE R FIAEEE MR 1IC Ri5 3% APl BN 20 10 fx 201241 H
| 15 | Data4d | Datads | Datad6 | Datad7 | Data read/write |

(1) 50, 1 THHERIFISERER, HAlst. K4 1S0/1EC14443-3 KIAT 15N
F: BCCO=CT @ SNO @ SN1

® SN2
BCC1=SN3 @® SN4 ® SN5 ® SN6
(2)  Z8 2 J A LOCK BYTES, WE 7 2 f1FT 3 XA ol Lo N ZE 3 TT 2 15 1T H it

B o H X
Lock0
L L L L L BL BL | BL
7 6 5 4 OTP | 15-10 9-4 | OTP
Lockl
L L L L L L

©
o

15 114 113 |12 |11 10

Lx Bl X 5N H e

BLX B X R Lx AL
R : —H block-locking (BLX) [l %t B ABUCHCE, N P A7 X 3806 B 1% 45
Ui BL15-10 W EAN 1, W L15 3 L10 HHARESNAE .. Lock0 F1 Lockl RJ DL 5
LREE, GAMNELS Y gy FE I SR EE R N A, PIEHEAN 0. Zid
FEAANTT L), WA — /N EA N LA REE N 0.

(3) 5 3 JUN OTP, Bl -IRKYESAE, HIUA1EN 0. I LLEE 5 &R e mfE, AN
AR 24 iR 3 AT o7 e F 5T M XA IR AN e ) R — M E N 1
R A GEE [ 0,
VER: 1% P AE DT DU MR R 0 82yt X P T B

(4) 554 B 15 TON A PERAS X I86, PG 0.

BR K1 ] -
UltraLight /& —fh sfe AR il 1C .
1. kRS

reset———>request—>anticoll—7>select——>read. write——>halt
2+ BRECRE B

Ultralight K#E/E R ¥A Mifare One, 3 LLTFJLA R Z UM

© T Ultralight REJFHIGH 7 AF5, JrCABT R ek B BE S I [m] 4 i) -
P4, WMERARMY R FISERM rf get snr K%L, ZKEHHN
Ultralight K% %.

© Ultralight RE&EEMN, MATEREEN, BAFENEES.

€ Rf read BEUR[F 16 N7V HIEHE (Bl 4 4 page), W P A ISR X AATR
T 16 M.

€  Rf write MBS A 16 N HEEE, SChr AR 4 N7 EEES N8
Rk, HARTFT A AR

O Ultralight RAEENE. BAETE L.

O AFFERREL
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1. REQA/Wake-Up: ¥ KA MANESEEN, EEHEN ready IR& Mifare Light 7£ Idle
RS N7 REQA 14, 18 Idle Ml Halt IRZS. H35 WAKE-UP 74
2

ANTICOLLISTON AND SELECT: XPH/ANr 4 FTERT R . Bt R 2 3K R 51
oy, RS HREA RIS NESEEF KR A IEE Tk R A

READ: #R#ETTHIbEEEH 16 NN A o A S I s, #l: an S odhk 2
14, MoKzt 14, 15, 0, 1 WHIANRE.

4. WRITE: 5~y 4 kX 2 JUWBIFYY, 3 511 OTP 71, 4 J1H| 15 jip s+
WIHATEAE . —NE RS M — AR B —1T 3L 4 DT ERAE.

5. HALT: #{5drd A% OB lE iR Bk NSARIRES (LA Halt RREARE T 1dle
R, EFEE AT A E T B A B, 2R UID 1R A R R R . X b
BLHRAE 35 2 ReAE 1S X SR BT A & B 0 — MR 7.

@ ot
okk
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3 MIFARE STANDARD 4K

R
@ AERIK T EEPROM, 734401 i X, H 324 i X 44N, 8/ X 1673k,
FEHA6A 7T, IO A LA
& BRI BRI RS K U R
& ZHEFMIGIE
& IKRAEME—THIS, N32fL
@ BAUIMRHE, SR RERE
¢ TAEMI%E: 13.56MHZ
O SEEEIER I 16 A7 CRC, AFEALK:, A7 dw D, 7 1%
¢ AT 5 R <100 ms(f A )
O AEEAMEIEBIRAICIR (R EHIE)
©  EEE. £100mm N (5R&EH R
@ HR{RE104
¢ A 2’5100,0004%
e Aoy AP

Mifare 4KByte 4>K 40 M X, %0@315‘3[@4\%’3[4% (Ht0~3), %5 32 %

39 B X BEABX 16 Tk, 3t 256 AN, {5 gidik v 0~255. 45 0 X AIHR 0 R0 ikt 0
YO RTAAR) mAR, S48 /EL, AT #r32 /\F'aEEﬁiko Pl. B2 EdEe,
FHF A HE, B3 Afhib, fFResng A FEEEH . 0 B, Ja 8 ME X H 0 #He 14
NEAES, H15 yfEdld. ERMIEEIFE, REFEAEEEMLIR)

e TR

1) WFREERFEEIGET R, BT AR HRF-35LT (5 38 R A8 R 7 —2& 16 MHIX
MRS, BT LR X5 KT 15 J X% A 6 200 SR B 48, (RIS i A IR BR 2K
rf_authentication_2().

41 int  sector=16,mode=0;
HANDLE icdev;
Unsigned data[17];
rf_authentication_2(icdev, mode, sector%16, sector*4);
rf_read(icdev, sector*4, data);

2) (HBAETEEIERAR N 4 A, AAEEERITT

ZA e 012 3 4 5 6 7 |891011 |12 13 14 15
ik Value Value_b Value Addr | Addr_b | Addr | Addr_b

I (b FoREURO
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1.

2.

Request Standard/ALL: —3K+~ FH G EHtaT ARG 528 K TG~ d. 5
A REVEHE A TS R Kt d, JFRR A,

Anticollision Loop :fER M RIGAHME R A RS . R A LK~ A #ERS
AL EYERE PN, AT LLEE M RS XA e, kbR ik R, HREA
IR EANERRS, S F—RIFI R s

Select Card: FHIE Ry &S d A —iK R A R T 2 M I AT S A iR, R
FrXHRAS )y 08h L R4 ATS fUH R, Zdr & HE T R R A 28,

Pass Authentication: 25 &5 H—35K R v e mh4a € 1 J5 SIS i) BAEf S 18], FFLL
YR N 4R 3 B AL G

HALT: A rf_halt () BRECEEE IEXN R A PTG #E, R EN HALT IRE.
Memory Operations: A5G UFELL 5, AT LI #4E:

B MR N

G 5N ANEER N ZE

IR k> — AN B IRME H R AETE B 25 A7 4% N

HEAE: I — D HE I ORAEAE N S A7 28

TRAE: WG 255 N 25 A48

i W R AR AR N A S N —

HH rf restore () MUK R N BE BN T AAEAN, ARG rf_truansfer() R
BoW R A N BB B B H e @alxfhosik, ol DL EdE N — B 1 5
_Aﬁ%o

LR 2 2 2
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RE-EYE R BB 1IC i 548 AP ¥4 10 B 2012 4E 1 A

4 % H FM11RF005

i

W

512 fiiff) EEPROM 77fif ot
AT 2

Bk AT S

TEBi7 i R

TAES#: 13.56MHz

B RFEE: 106Kbit/s

PRAERERS: < 6cm

A S RF Mifare B8Ry = BB A EbRifE
/b 10 F R R AT

IREVERE: —20°C~+50C

e S S O O O O O & o o

% /1> 100,000 VX #E S5AEHA

LR AF
R s AR 2 3 MK 164 Block, 4™ Block & 4 1. fEfkgs R 1 B

7o

L] i B
0 FIPRRC T4 % P RS, 2 735 RARED)
1 BROFHE (47T
2 B e
3 B e
4 B e
5 B
6 B
! B
8 FRLH (47 )
9 Bl
10 Bl
1 B
12 Bl
13 B
14 Bk
15 B
* 1
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FRIEERRWE 2 Fin.

Block Number AINIE NI
0~1 A3 Al
2~7 ATk A/
8~15 AR Al /A s

*® 2

LARGE
FUDAN FMOO5 = e 5% |- it i th 7 b 3 7 00108 5 38 e 5 4k =X 42 ol . 86
(C) Y, & TP IE =8 i P SR AN vt B B R R RGN o
1. FH$ES
i. reset--->request--->anticoll --->read--->halt
ii. ---> authertication--->read. write--->halt
2. Rl U
1) HT &M R A AN, bl A REN s — AN GE 5, B
HER P T IE Ak .
2) BRGNS, BT EMBRKE Y 4 7, Frods AT e Ak 0.
3) iR A JE, WIRPATIIE. SARMEAS B AR H A — 3R R, T D6 2500 R
R EFFFR.
4) FEMA-RTCB R IIRE, WAZ R B N TR EIR RS S . dn R E A Pk
BPIR A B R, MBI R R G, RS 515 3z (A
5) EWMAREMNEE 447 fwrite AL S 16 FHRIEE, LERA 4
N FIH R SR FERE, R BEE T LA 0. Rf_read p%iR [l 16 715
EHE, BR4E € BT 26 1 44 D 25 .
6) FEMSMRAFAESG AT i 2, FIT DA AN a1 D e 00 20 1 ‘55 48 2 R ST
7) ASCFFE B E
Dise 4.
FMO005 K/ & O T HEASE R G R AR SR . B — M AR EE ol 4 il v 25 0
% ¥ REQALL/REQA, READ, WRITE #1 AUTH #54 .
1. Request Standard/ALL: 5 & [ B 5 YGH N )~ K BT -Rar 4, XK R EIE
M,
READ: AR f B3 — 3N 4.
. WRITE: H-RASA M.
4. AUTH: BB R Z 8 8 = EEH S IAE.
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5 4T shc1102

5

B

TAEIZ: 13.56 MHz

BEHEZE: 106 kbit/s

WHI 5 ISO/IEC 14443 Type A

TAERE: -20°CZ 80°C

17255 512 bits

ToHM: BT AL IE AR

HEMEE. EMEES KL 0-100 mm XI5 N B8 IE#0E AT 0R 22 e A 52 1R 4% T/
K FH 2 T A

70 TE 2 i AR o i B HLISR CR IR e 5
---fF Wi A 1617 CRC 56

s =R R S Rar VL X 1A

¢ et

M EAAE

1 AR B

B R

O RIGMIMAAAESE R

---512 fii EEPROM (16 Blocks >4 Bytes ><8 Bits )
=53 N2ANANE T I A EHE XS ( DATA 1. DATA 2 )
- FENHON BN R B, AN AT LR

BN T RE XCH ML IS (4 Bytes )

O B RFFRS (AR T 10 4R

& BEEHIRHCKT 10 X

L R R - R

TG e

MAEHT SHC1102 A7 TS 88 1A 3 TARTE Bl 2 AN, 08 AbF TEHUIRAS, REEHEAT AT AR
B, JHENESROEGNT/EGE, OF EREA, #EANSERRE, FEHIRES T ER
PSR B 15 5 38 R G RN 2484, R T A ELAGIE A 3 5 S5 41

¢ 1f)-K(Answer to Request)

BLE A B R B A RIS A I e A X IC K774 (SHC1101. SHC1102)
HENHAERMETEE, JE@E N B2 AY . I i i 28 A s A B2 A] R T R
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HIE R

¢ LR (Select) BWHFEHNT —LEAFMRFIS (UID), RNMAEIAMGET)E
SACIR Sy OPEE AN E
(CID).

€ \IE(Authentication)

SHC1102 #E N5 g A S TAEVERIEEMm N 2 J5, S5 %5 SHC1102 HFHr%s
Z A BEHAT A HANE . HAA #GEN T GE, 584 G a3 R 3T AR B (ERUBR L
BRAVE L FGERT AT 34T ) o

¢ 5 (Read/Write)
1 58 B B IE J5, 135 28 8t v] LR UG X SHC1102 #HT 5 HE T
Br— N, BHEEEINEE . 5—5 A, ik
HNIE.

¢ (%1 (Halt)
¥ SHC1102 ¥ B NFE IS AR .

A7k 25 7y e Fe i3 5 BUR

SHC1102  [¥) EEPROM 171 [X %5 &~ 512 Bits,» 205 16 MR, FAHH 4 MK,
NFH 8 4. HUBAAAE X I B Ay ) 54

SHC1102 its F # EEPROM 174 X 454 N2 1 Fizse

3= 1 SHOL10Z 35 B g s iRy

Elocle Ha. + Byte 1+ Byte 24 Byte 3+
0+ CI00+ CID+ MIDO+
14 o0+ Ini+ LDz«
24 DATA 1+ DATA 14 DATA 1+
...... + DATA 1+ DATA 1+ DATH 1+
T+ DATA 1+ DATA 1+ DATA 1+
g+ Faszzword+ Faszword+ Fazzword+
34 DATA 24 DATA 2+ TATA 24
...... + DATA 2+ DATA 2+ DATA 2+
154 DATA 2+ DATA 24 DATA 24

o ifill i i B

Beo. B 1 RHRFERIIEEESR, T AARIE R AR (MID). %S (CIDD. ME—F5
5 (UID), Frfiligrgd. dild e i s g A = J it s, Bk Rk, A
5.

Page 54 of 55



RF-EYEZ&F AR 1C KI5 4% API BRI 1.0 Bz 201241 H

o B
B 8 M TAEHOAMERE B, R Ps, B A7 0 Bl 208 i VIR R A AT ] s,

o HEEX 1 ( DATAL )

MHHHEX 1 . 2 ~ H7 (DATAL) VildEhlsk
e 3 —— LM B —— JANE Key

o HEHEIX 2 ( DATA2 )

NAEHEX 2« Ht9 ~ H15 (DATA2) Vjll4xiilsk
. i —— AE Key; 5 —— JAIE Key
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